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ABSTRACT

As Internet of Things (IoT) technology evolves, IoT devices are being utilized in a variety of fields. However, it has
become a new surface of cyber attacks and is affecting industries that did not previously consider cyber breaches. After a
intrusion occurs, post-processing and damage spread prevention are important, but it is difficult to respond due to the lack
of standards and guidelines. Therefore, in order to respond to such incidents, this paper establishes an incident data
collection procedure and presents the data that can be collected to improve the intrusion data acquisition method for general
IoT devices. In addition, we proved the efficiency and feasibility of the data collection procedure through experiments.
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Agency Guides and standards Explanation
KISA Cyber intrusions analysis procedure Analysis and Response Guide for cyber
guide(12) intrusions guide by Operating System
TTAK KO-12.0058 R1 (13) Dlgltall evidence collection preservation
TTA guidelines
TTAK.KO-12.0059 R1 (14) Mobile device forensics guidelines
ISO/IEC 27037 (15) Guldlel‘lnes for 1dent1fy1.ng, c'ol.lectlng.,
acquiring, and preserving digital evidence
ISO/TEC Incid ] . inciol q
ISO/IEC 27043 (16) ncident investigation principles an
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NIST SP 800 - 61 (11) Computer security incident handling guide
NIST -ensi i i
NIST SP 800 - 86 (17) Forensm‘ Techmques Incident Response
Integration Guide
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Table 3. Identifications by different type
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